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What is Secure Email? 

Secure Email is a vital component of the IT Strategy and provides a way to 

communicate information safely and effectively with others within the 

University.  

Secure Email ensures that sensitive information is ‘protected when in 

transit’ in accordance with the law, government standards and contractual 

obligations.  

More information on Security can be found by searching the University 

Policies located on the intranet. Access the following links for information.  

https://intranet.birmingham.ac.uk/it/

governance/policy/index.aspx 

https://intranet.birmingham.ac.uk/legal-

services/Data-Protection/Data-Protection.aspx 

Why do we need it? 

Because the University has become more and more reliant upon 

transporting information electronically there is the possibility of; 

 The loss of large amounts of data through USBs and Laptops 

 Sensitive information being misappropriated or misused; 

leading to fines and risk of litigation. 

The University must comply with the law, putting measures in place to 

protect its interests and avoid any unauthorised or accidental disclosure of 

information. This applies to all information owned by, or under the 

custodianship of the University. 

What is involved? 

If information is not signed or encrypted then regular e-mails sent over the 

internet are open to interception.  

Secure Email includes these preventative measures. 

Email Encryption In some cases encryption 

is required and a digital identity is employed; 

information is locked using digital keys any 

information that is intercepted cannot be read 

without access to one of these digital keys. 

Digital Signing Some e-mails require a 

sender’s identity to be declared. A Digital 

Signature imprints a provable fingerprint 

confirming the integrity of the e-mail 

preventing tampering. 

 

Features 

Previous e-mails can be 

found based on their 

classification 

Hackers are unable to 

access and read sensitive 

information 

Only pre-approved senders 

will be able to send and 

receive Secure Emails 

Digital Signatures prevent 

tampering and verifies the 

sender’s identity 

Email encryption protects 

the confidentiality of the 

content and any 

attachments.  

Secure Mail 
Information Guide 

Key Benefits 

 Confidentiality 

 Accuracy 

 Integrity 

 Verification 

 Secrecy 

 Reduction of Spam 

For a visual demonstration on how Secure Email search for Secure Email Demo within the Knowledge Base  

https://intranet.birmingham.ac.uk/it/governance/policy/index.aspx
https://intranet.birmingham.ac.uk/it/governance/policy/index.aspx
https://intranet.birmingham.ac.uk/legal-services/Data-Protection/Data-Protection.aspx
https://intranet.birmingham.ac.uk/legal-services/Data-Protection/Data-Protection.aspx
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What do I need to do? 

Most information within e-mails will fall under the classification levels detailed in the table 

below. If you feel that you feel that you send information electronically that is classified as 

either; Confidential or Restricted then you may require Secure Mail activation. This is by 

request only and through the Service Catalogue within www.itservicedesk.bham.ac.uk  

Once Secure Mail has been activated you can; 

Compose your e mail including 

any attachments as you 

normally would. 

Decide the level of 

classification to be applied to 

the e mail. 

Select the appropriate 

option(s) before you send 

your e mail. 

It is vital that all members of the University understand their obligations and responsibilities 

within the Information Security policies by ensuring that sensitive information is handled 

appropriately. By following simple steps you decide how your message is handled.  

The examples of information are including but not limited to. 

 

 

 
 

Classification Level Examples of Information 

Confidential  

Information that if misused is likely to cause damage 

or financial loss to the University. 

 Must be Encrypted and Signed 

Financial information 

Student and Staff 

personal and health 

records  

Items marked as 

‘Confidential’ 

Personal data that falls 

under the Data 

Protection Act  

Confidential research 

data  

Exam papers 

Restricted 

Information that is not particularly sensitive but 

usually restricted to staff, students or members of a 

team. 

 No action needs to be taken unless 

otherwise instructed 

Business process 

documentation 

Staff Meeting Notes 

Campus Plans 

Items marked as 

‘Internal’ 

Open  

Information that is in the public domain and unlikely 

to cause damage if released. 

 No action needs to be taken  

Press Releases 

Research Publications 

Campus maps 

University policies 

Course information 

Library opening times 

Other installations may be needed for non-Microsoft Outlook and Windows users. These are detailed in knowledge based articles 

under the Secure Mail heading. 

Secure Email: Reference guides and demonstrations on how to use the sign and encrypt feature within your Email program can be 

accessed from the Knowledge Base: www.itservicedesk.bham.ac.uk  

Online Training: Information Security Training can be accessed here: https://intranet.birmingham.ac.uk/it/security/training.aspx  

http://www.itservicedesk.bham.ac.uk/
http://www.itservicedesk.bham.ac.uk/
https://intranet.birmingham.ac.uk/it/security/training.aspx

