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Document History 
 

This document describes the BEAR DataStore service. 

This document is subject to change and will be updated as the product and the service develops and 

in the light of user feedback. Your comments are of great value to us in improving our computer 

services and the supporting documentation so are always welcome 

Research Computing Team 

The Computer Centre 

Elms Road 

Tel:  0121 414 5877 

Email:  bearinfo@contacts.bham.ac.uk 

Web:  www.birmingham.ac.uk/bear 

  

mailto:bearinfo@contacts.bham.ac.uk?subject=PowerFolder
http://www.birmingham.ac.uk/bear
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File Permissions in Windows 

Setting file permissions in Windows 
This document assumes that you have mapped a drive to your data location on the BEAR DataStore 

(\\its-rds\20xx\<directory>. 

1. In Windows, go to the directory where the file resides.  Right-click the file that requires 

changes to permissions and select Properties. 
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2. A window similar to the one below will be shown.  From this window, you can add other 

users by selecting Edit. Click the Security tab. 
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3. To add additional Birmingham University users, click Add. 

 

 

4. From this window, add additional user names by typing the user ID. Select Check Names to 

verify that the user ID is correct. 
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5. Click OK to complete. 

 

 

6. In this window, you can add or remove permissions from the selected user. To give LincolnA 

Modify permissions, click the Modify box under the Allow column. This will automatically 

select Allow Write permissions. Click Apply to accept and OK to close the window. 
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7. For more advanced settings, click Advanced. 
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8. A window similar to the one below should open.  Select the Change Permissions button. 

 

 

9. Uncheck the box ‘Include inheritable permissions from this object’s parent’. 
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10. You will receive this warning, click Add in order to add inherited parent permissions as 

explicit permissions on this object. 

 

11. Click Edit to adjust permissions. 
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12. For read permissions, select the following: 

 Traverse folder / execute file 

 List folder / read data 

 Read attributes 

 Read extended attributes 

 Read permissions 

For more information on permission, see table 1 and 2 at the end of this document.  

Click OK to continue. 
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13. Click OK. 

 

14. To verify the permissions assigned to a user or group, click the Effective Permissions tab and 

click the Select button to choose the user or group. 
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15. Type the user ID and click the Check Names button. 

 

16. This window shows the effective permissions associated with this user. You cannot modify 

permissions from this window click OK to close the window. 
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Available Permissions 
The table below shows the available permissions and a brief description of each. 

Permission  Description  

Traverse 
Folder/Execute 
File 

Traverse Folder allows or denies moving through folders to reach other files or 
folders, even if the user has no permissions for the traversed folders. Traverse 
Folder takes effect only when the group or user is not granted the Bypass 
traverse checking user right in the Group Policy Management Console. By 
default, the Everyone group is granted the Bypass traverse checking user right. 
(Applies to folders only.) 

Execute File allows or denies running program files. (Applies to files only.) 

Setting the Traverse Folder permission on a folder does not automatically set 
the Execute File permission on all files within that folder. 

List Folder/Read 
Data 

List Folder allows or denies viewing file names and subfolder names within the 
folder. List Folder affects the contents of that folder only and does not affect 
whether the folder you are setting the permission on will be listed. (Applies to 
folders only.) 

Read Data allows or denies viewing data in files. (Applies to files only.)  

Read Attributes Allows or denies viewing the attributes of a file or folder, such as read-only and 
hidden. Attributes are defined by NTFS. 

Read Extended 
Attributes 

Allows or denies viewing the extended attributes of a file or folder. Extended 
attributes are defined by programs and may vary by program. 

Create Files/Write 
Data 

Create Files allows or denies creating files within the folder. (Applies to folders 
only.) 

Write Data allows or denies making changes to the file and overwriting existing 
content. (Applies to files only.)  

Create 
Folders/Append 
Data 

Create Folders allows or denies creating folders within the folder. (Applies to 
folders only.) 

Append Data allows or denies making changes to the end of the file but not 
changing, deleting, or overwriting existing data. (Applies to files only.)  

Write Attributes Allows or denies changing the attributes of a file or folder, such as read-only or 
hidden. Attributes are defined by NTFS. 

The Write Attributes permission does not imply creating or deleting files or 
folders; it only includes the permission to make changes to the attributes of a 
file or folder. To allow (or deny) create or delete operations, see Create 
Files/Write Data, Create Folders/Append Data, Delete Subfolders and Files, 
and Delete. 

Write Extended 
Attributes 

Allows or denies changing the extended attributes of a file or folder. Extended 
attributes are defined by programs and may vary by program. 

The Write Extended Attributes permission does not imply creating or deleting 
files or folders; it only includes the permission to make changes to the 
attributes of a file or folder. To allow (or deny) create or delete operations, see 
Create Files/Write Data, Create Folders/Append Data, Delete Subfolders and 
Files, and Delete. 
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Delete Subfolders 
and Files 

Allows or denies deleting subfolders and files, even if the Delete permission has 
not been granted on the subfolder or file.  

Delete Allows or denies deleting the file or folder. If you do not have Delete 
permission on a file or folder, you can still delete it if you have been granted 
Delete Subfolders and Files on the parent folder. 

Read Permissions Allows or denies reading permissions of the file or folder, such as Full Control, 
Read, and Write. 

Change 
Permissions 

Allows or denies changing permissions of the file or folder, such as Full Control, 
Read, and Write. 

Take Ownership Allows or denies taking ownership of the file or folder. The owner of a file or 
folder can always change permissions on it, regardless of any existing 
permissions on the file or folder. 

Synchronize Allows or denies different threads to wait on the handle for the file or folder 
and synchronize with another thread that may signal it. This permission applies 
only to multithreaded, multiprocess programs. 

Table 1. Permissions for Files and Folders1 

 

 

The table below explains which permissions are required for various permission groupings. 

Control Full Modify Execute Read & Read Write Special Permissions 

Traverse Folder/Execute File X X X   

List Folder/Read Data X X X X  

Read Attributes X X X X  

Read Extended Attributes X X X X  

Create Files/Write Data X X   X 

Create Folders/Append Data X X   X 

Write Attributes X X   X 

Write Extended Attributes X X   X 

Delete Subfolders and Files X     

Delete X X    

Read Permissions X X X X X 

Change Permissions X     

Take Ownership X     

Table 2. Special Permissions for Files2 

 

 

 

                                                           
1
 Microsoft Technet, https://technet.microsoft.com/en-gb/library/cc787794(v=ws.10).aspx. Accessed 

25/09/15 
2
 MSDN, https://msdn.microsoft.com/en-us/library/bb727008.aspx, Accessed 28/09/15 

https://technet.microsoft.com/en-gb/library/cc787794(v=ws.10).aspx
https://msdn.microsoft.com/en-us/library/bb727008.aspx

